ABSTRACT In cognitive radio networks, a secondary user access control (SUAC) technique has been utilized to improve network management and system security, in which a jamming signal is injected to degrade the spectrum sensing performance of unauthorized secondary users. In the meantime, it ensures reliable spectrum sensing performance for authorized secondary users (A-SUs). In order to introduce spectrum access priorities among A-SUs, a prioritized SUAC (P-SUAC) technique is investigated in this paper. A projection-based jamming cancellation method is considered, where the singular value decomposition operation is applied in computing prioritized projection operators. An orthogonal frequency-division multiplexing technique is considered as a transmission model, and the energy detection method is used for secondary user spectrum sensing. Simulation results illustrate the effectiveness of the proposed P-SUAC method in providing the A-SUs with different access priorities.
I. INTRODUCTION
In conventional wireless communications systems, some frequency bands are heavily used while others are not used within certain time frames. Valuable spectrum resources are not efficiently utilized due to imbalanced spectrum assignments and service or traffic dynamics. Cognitive radio (CR) [1] technology has been introduced to address the spectrum under-utilization issue, in which secondary users (SUs) share the spectrum resources with primary users (PUs) through spectrum sensing [2] . In order to improve spectrum efficiency and avoid potential interference to PUs, there has been extensive research in spectrum sensing techniques [3] - [9] . It is known that, accurate and efficient spectrum sensing is a crucial task in CR networks.
Notice that, due to the open and dynamic communication environment in CR networks, there exists significant security vulnerability issues, including primary user emulation (PUE) attack [10] , spectrum sensing data falsification (SSDF) attack [11] , and most active band (MAB) attack [12] . For a PU/spectrum owner, in order to better manage spectrum sharing and control the SU access process, specific spectrum management/access control techniques need to be developed. Motivated by the coordinated jamming and communications (CJamCom) [13] technique, where a jamming signal is injected to disturb enemy users' communication quality while maintain reliable communication performance for friendly users, a secondary user access control (SUAC) technique [14] has been proposed to strength secondary user control in cognitive radio networks. Specifically, two types of SUs are considered in [14] , authorized SUs (A-SUs) and unauthorized SUs (UA-SUs). When spectrum is available for SUs (PU is absent), only A-SUs are permitted to utilize the vacant spectrum. In this paper, we investigate and focus on the issue of A-SUs with different spectrum access priority levels. This is to enhance CR network operation capabilities to provide different levels of service priorities. A prioritized secondary user access control (P-SUAC) technique is presented in this paper, in which A-SUs with higher priorities have better spectrum sensing performance than A-SUs with lower access priority levels. An oblique projection based method is investigated in this paper to distinguish A-SUs with different access priority levels.
In related research, pricing based spectrum management in CR networks has been attracting attention [15] , [16] . Through a distributed pricing approach, [15] proposes an efficient medium access control protocol to allocate transmission powers and spectrum among SUs. In [16] , a game-theoretic model is presented in which multiple PUs compete with each other to offer spectrum access opportunities to SUs. In addition, a priority-based dynamic spectrum access technique has been investigated in [17] , where a spectrum sharing potential game, which takes SU priority classes into consideration, is studied in SU dynamic spectrum access.
In this paper, we consider the P-SUAC model in an orthogonal frequency division multiplexing (OFDM) communication architecture [18] . At the transmission side, a multitone jamming signal (with certain jamming patterns) is generated when PU is absent. This jamming pattern can only be precisely or partially obtained by A-SUs. At the receiving side, the energy detection (ED) [21] method is used as the spectrum sensing approach for both A-SUs and UA-SUs. For UA-SUs, without knowing the multitone jamming signal patterns, the spectrum sensing performance is significantly degraded. A-SUs are able to achieve reliable spectrum sensing performance by suppressing or eliminating the jamming signal through the oblique projection method [22] . An imperfect projection method is introduced in this paper to further distinguish A-SUs with various access priority levels. Specifically, after taking the singular value decomposition (SVD) process on the projection matrix, A-SUs with higher priority levels reconstruct the projection matrix with dominant eigenvalues corresponding to eigenvectors. Thus, the residual jamming signal power strength after oblique projection is regulated by such imperfect projection design. This paper has the following contributions. First, a P-SUAC framework in CR networks is proposed. Second, an oblique projection based jamming cancellation method is proposed to achieve reliable spectrum sensing performance for A-SUs. Third, an imperfect projection method is introduced to distinguish A-SUs with various access priority levels. Finally, spectrum sensing performance comparisons among UA-SUs and A-SUs with different priority levels are investigated.
The paper is organized as follows. In Section II, the P-SUAC architecture and communications model are presented. Section III presents the performance analysis of the energy detector for both authorized and unauthorized SUs. Section IV presents simulation results and related discussions. Finally, conclusions are given in Section V.
Notation: (·) T , (·) H and (·) −1 represent transpose, conjugate transpose and inverse, respectively. Matrices/vectors are denoted as boldface upper/lower letters; * denotes Hadamard product and ⊗ is the Kronecker product; a represents the norm of vector a, Range (A) / < A > denotes the range space of a matrix A and Null (A) denotes the null space of a matrix A. Fig. 1 illustrates the system model of the proposed P-SUAC technique. We consider two types of SUs, A-SU and UA-SU. A-SUs in P-SUAC are considered with A-SUs with higher access privileges/levels have more opportunities to utilize vacant white spectrum. At the transmission side, a jamming signal is generated from the PU/spectrum owner. Unlike the previous access control design in [14] where PU constantly generates a jamming signal, in this model, a jamming signal is transmitted only when the PU does not occupy the spectrum. This implies that the proposed access control approach requires significantly less power (jamming radiated by PU). The spectrum sensing problem can be formulated as the following binary hypothesis test,
II. SYSTEM MODEL A. PRIORITIZED SECONDARY USER ACCESS CONTROL
where H is a fading channel matrix between the PU transmitter and SU. H 0 /H 1 denotes PU's status of absent/present and s (k) is the transmitted PU signal vector at time k. j (k) represents the jamming signal vector sent by the PU at time k. w denotes the additive white Gaussian noise with zero mean and variance σ 2 w . At the receiving side, with the knowledge of the jamming signal (i.e., jamming patterns), A-SUs are able to reduce/eliminate the jamming signal impact by using some interference cancellation techniques (i.e., oblique projection [22] ). Imperfect projection is also introduced to differentiate A-SUs with various access priority levels, where A-SUs could not eliminate the jamming signal effect thoroughly. After the imperfect projection operation, A-SUs with lower levels (i.e., level-n) have more residual jamming compared with A-SUs with higher levels (i.e., level-1). For UA-SUs, it is difficult to eliminate/reduce the jamming signal without any prior knowledge of the jamming patterns. With P-SUAC, the spectrum sensing performance of A-SUs are ensured while UA-SU sensing performance is significantly degraded. In addition, A-SUs with higher priority levels have better spectrum sensing performance compared with lower priority level A-SUs.
B. COMMUNICATIONS SYSTEM MODEL
In this paper, we consider an OFDM communications architecture in implementing P-SUAC and a frequency selective multipath Nakagami fading channel. We consider an OFDM system with Q subcarriers, where P subcarriers are modulated with data (from p th 0 to (p 0 + P − 1) th subcarrier). When PU is present (H 1 ), denote k th block PU data vector as
T . After Q-point inverse fast Fourier transform (IFFT) operation, it yields the time domain block vector
where x(k) = Fθ (k) and F denotes a Q × P partial IFFT matrix which can be represented as
where the (i, j)
with length D is inserted between successive symbols in order to mitigate inter-block interference (IBI). The signal after IFFT and inserting CP operations can be expressed as
At the receiving side, the output signal vector y(k) ∈ C (Q+D−L)×1 under H 1 with L-multipath effect can be expressed as
where
where the channel tap coefficients h l (l = 0, 1, · · · , L) in the multipath fading channel vector h are mutually independent complex random variables, where h l =| h l | e jϕ l . When Nakagami fading is considered, the amplitude of h l has the following distribution
where (•) is the Gamma function. m l denotes a severity parameter of the l th tap amplitude fading. m l = 1 corresponds to Rayleigh fading, m l < 1 corresponds to fading more severe than Rayleigh fading, and m l > 1 results in fading less severe than Rayleigh fading [19] , [20] . l = E[h 2 l ] denotes the mean value of the l th tap power. Assume the fading phases ϕ l are independent random variables uniformly distributed over (0, 2π ).
Notice that the CP length is larger than the channel impulse response (D > L).
After collecting K block received signal, the resulting receiving vector
. H can be written as The spectrum of a PU signal and a multi-tone jammer are illustrated in Fig. 2 . The entire band is divided into Q orthogonal subchannels and the adjacent subchannel spacing is denoted as f 0 = 1 T , where T is the symbol interval. The total bandwidth of Q sub-channels is Qf 0 . When PU is present (H 1 ), P subchannels are modulated with PU data. When PU is absent (H 0 ), only jamming signal is transmitted at the PU transmitter. For the multi-tone jammer, the total jamming power is denoted as P J and the jammer may hop or choose different subchannels to transmit during each symbol interval. Under H 0 , the output signal in k th block, y(k), can be expressed as
represents the k th block jamming data vector. The jamming matrix F J ∈ C (Q+D)×P can be written as
where F * is the Hadamard product of F and and ∈ R P×P is a full rank jamming pattern matrix with the (i, j) th element δ ij being 1 or 0. δ ij = 1 denotes that the jammer occupies j th subchannel in i th symbol interval, otherwise, δ ij = 0. Only A-SUs obtain this jamming pattern (δ ij values). After collecting K blocks we have
where (7) and (11), the spectrum sensing problem can be rewritten as
In this P-SUAC model, by using the subspace based blind channel estimation algorithm and channel matrix Toeplitz structure, both A-SU and UA-SU can achieve desired channel estimation results [14] [23] . In our following analysis, we assume that both A-SU and UA-SU obtain perfect channel state information (CSI) H. ED based spectrum sensing methods for P-SUAC technique is investigated in the following section.
III. ENERGY DETECTION FOR SPECTRUM SENSING
In this section, we analyze energy detection based spectrum sensing for P-SUAC. When SU has no information about the PU signal waveform structure in a certain spectrum band, it can only measure the received signal strength to determine the existence of the PU. The detector of ED can be expressed as
where γ ED denotes the detection threshold which is determined from certain P d (detection probability) or P f (false alarm probability). The binary hypothesis test problem in (12) can be rewritten as
where A = HF and B = HF J . Matrices A and B ∈ C (K (Q+D)−L)×KP both have full rank. A is composed of a well known IFFT matrix F and channel matrix H, while B contains jamming matrix F J which can only be obtained by A-SU. By using perfect/imperfect projection techniques, A-SUs are able to eliminate/reduce jamming signal when performing spectrum sensing. The well known formula to construct an orthogonal projection with range Null (B) is P ⊥ B = I − P B , where P B = B B H B −1 B H . In our design, we will implement oblique projection techniques which require that A and B are disjoint. In order to achieve such disjoint condition, the composite matrix [AB] ∈ C (K (Q+D)−L)×2PK has to be full column ranked [22] . Thus we have K (Q + D) − L ≥ 2PK . The oblique projection operator E AB can be written as E AB = A A H P ⊥ B A −1 A H P ⊥ B , which satisfies E AB A = A and E AB B = 0 [24] . For simplicity of notation, in our following analysis, denote M = K (Q + D) L and N = KP.
A. IMPERFECT PROJECTION FOR A-SU (LOWER PRIORITY LEVELS)
Since matrix A and B ∈ C M ×N (M > N ) both are full rank matrix. Taking the singular value decomposition on matrix B, we have
where U B ∈ C M ×M and V B ∈ C N ×N are orthogonal matrices. λ 1 , · · · , λ N are singular values of B in a descending order.
Notice that, for perfect projection (level-1 A-SU), we have P ⊥ B B = 0. When considering A-SUs with lower levels, we want to construct an imperfect projection operator P ⊥ B , which satisfies P ⊥ B B = 0.
Since matrix U B is an orthogonal matrix, we have u H i u i = 1 and u H i u j = 0 (i = j). (16) can be written aŝ
The imperfect projection operator P ⊥ B can be expressed as
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For P ⊥ B B we have (19) notice that, in this case, we assumeB
, where the smallest singular value λ N effect is not considered. The residual part after imperfect projection is λ N u N v H N which is therefore monotonic with the singular value λ N . From the above analysis, we have seen that the imperfect projection effect is directly related to the singular values of B. The imperfect projection operator P ⊥ B corresponding to a higher level A-SU keeps the majority major singular values of B.
Since matrix B has N singular values (λ 1 , · · · , λ N ), there are 2 N − 1 distinct combinations when eliminating certain singular values and constructing corresponding imperfect projection operator.
For instance, in order to differentiate A-SUs with 3 access levels, we can generate perfect/imperfect projection operator as follows:
All singular values are retained (perfect projection).
• Level-2:B 2 with B 2 = diag (λ 1 , · · · , λ N −1 ). All singular values except the last one, λ N , are retained.
All singular values except the first one, λ 1 , are retained.
Since λ N is significantly smaller than λ 1 , it is easy to see that P ⊥ B 2 B < P ⊥ B 3 B . After projection, level-3 has more residual components than level-2.
After imperfect projection operation with considering E AB , where
, the detection problem for lower level A-SU becomes
The ED test statistics of the lower level A-SU T ED satisfy the following chi-squared distribution
A-low (21) where
The corresponding P f and P d can be expressed as
From (22) and (23) we can see that, the spectrum sensing performance of a lower level A-SU is related to parameters ρ 0 A-low and ρ 1 A-low , where ρ 0
(non-central parameter of chi-squared distribution when PU status is H 0 ) contains the imperfect projection component E AB . The effect of parameters ρ 0 A-low and ρ 1 A-low on lower level SU spectrum sensing performance is discussed in Section III.D.
B. PERFECT PROJECTION FOR A-SU (HIGHEST PRIORITY LEVEL)
For A-SU with the highest spectrum access level (level-1), the oblique projection operator E AB is multiplied with output signal vector y when performing spectrum sensing. The detection problem for level-1 A-SU becomes
Since E AB B = 0 and E AB A = A, we have
The ED test statistics of the level-1 A-SU T ED satisfy the following chi-squared distribution
. The probabilities of P f and P d can be calculated as
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where¯ (·) denotes the lower incomplete Gamma function, and (·) denotes the Gamma function.
From (27) and (28) we can see that, the spectrum sensing performance of a level-1 A-SU is related to parameter ρ A-top ,
C. ENERGY DETECTION FOR UA-SU
From (13) and (14), the ED test statistics of the UA-SU T ED satisfy chi-squared distribution
where the non-central parameter
. The probabilities of false alarm (P f ) and detection (P d ) can be calculated as
where Q m (a, b) represents the generalized Marcum-Q function. From (30) and (31), the spectrum sensing performance of a UA-SU is related to ρ 0 UA and ρ 1 UA , where
(non-central parameter of chi-squared distribution when PU status is H 0 ) only contains jamming signal component corresponded matrix B.
w . In Section III.D, the sepctrum sensing performance evaluation between A-SU and UA-SU based on the deflection coefficient is investigated.
D. PERFORMANCE COMPARISON BETWEEN A-SU AND UA-SU
The deflection coefficient d 2 is used to evaluate the spectrum sensing performance of A-SU/UA-SU. The deflection coefficient is defined as
Thus, the corresponded deflection coefficient for
A-low ) can be written as
The energy detector distributions and deflection coefficient for both A-SU and UA-SU are summarized in Table. 1. It is clear that
A-low , which demonstrates that level-1 A-SU has the best spectrum sensing performance. In order to compare d 2 A-low with d 2 UA , the relationship between ρ 0 A-low and ρ 0 UA needs to be investigated. Fig. 3 presents a geometrical representation of the interested oblique projection problem. In a 3-dimension Euclidean space ( Fig. 3(a) ), consider vector A ∈ C 3×1 and matrix B ∈ C 3×2 with range spaces Range (A) (< A >) and Range (B) (< B >) respectively. Assume that Range (A) and Range (B) are disjoint. Let Range (B) = Range B ⊕ Range ( B). For any vector Bx ∈ Range (B), we have Bx = Bx + Bx. Denote Range AB = Range (A) ⊕ Range B and the orthogonal projection of Bx onto Range AB is P AB Bx, which can be written as P AB Bx = E AB Bx + EB A Bx. E AB Bx denotes the oblique projection of Bx onto Range (A) along Range B , and EB A Bx denotes the oblique projection of Bx onto Range B along Range (A).
In Fig. 3(b) , denote the angle between P AB Bx and Range B , Range (A) and Range B , Bx and Range B as α, β, γ , respectively. We have E AB Bx sin β = P AB Bx sin α (34)
From (34), (35) and (36) we have → 0 and tan α cos γ <
, we always have E AB Bx < Bx . Since A andB are randomly assigned, β is uniformly distributed as β ∼ U ([0, π]). The cumulative distribution function (CDF) of β is
The CDF of sin β is given by
thus we have
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From (33) (41) confirm that, following the design rules in Section III.A, a lower level A-SU performs better than UA-SUs in detection performance.
IV. SIMULATION RESULTS AND RELATED DISCUSSIONS
In this section, simulation results of the proposed P-SUAC technique are presented. In our simulation, in order to satisfy the disjoint condition for matrix A and B (discussed in Section III), we set total subcarriers Q = 15, modulated subcarriers P = 7, CP length D = 4, multipath length L = 3, and block number K = 2. Binary phase shift keying (BPSK) is considered as the modulation scheme in our simulation. After such parameter assignment, both A and B ∈ C 35×14 and rank(A) = rank(B) = 14. After taking SVD on matrix B, there are 14 singular values, λ 1 , λ 2 , · · · , λ 14 , sorted in a descending order. We consider four different A-SUs levels in our performance evaluation. 
We also simulate spectrum sensing for UA-SUs. Fig. 4 presents the false alarm probability versus signal to noise ratio (SNR) given that detection probability P d = 99%. From the simulation results we have the following observations. 1) For A-SUs with all levels, P f performance improves with the increasing SNR values.
2) The spectrum sensing performance of UA-SU is significantly degraded by the proposed P-SUAC technique. 3) For A-SUs, the detection performance varies from the best to the worst in the following order: A-SU (level-1), A-SU (level-2), A-SU (level-3) and A-SU (level-4). This demonstrates that P-SUAC is an effective method to differentiate A-SUs with different access priority levels. Fig. 5 presents the false alarm probability versus SNR for various two detection probability cases, P d = 90%andP d = 99%. We have the following observations from the simulation results.
1) The detection performance varies from the best to the worst in the following order: A-SU (level-1), A-SU (level-3) and UA-SU. 2) In order to achieve the same spectrum sensing performance, larger SNR is needed when detection probability P d is higher. Performance comparison of P-SUAC versus SUAC [14] can be seen in Figs. 4 and 5. SUAC performance curves are labeled with A-SU (level-1) and UA-SU. P-SUAC performe curves are labeled with A-SU (level-2, level-3, level-4). Best performance is achieved in SUAC (A-SU) and in P-SUAC (A-SU, level-1). Fig. 6 presents the false alarm probability versus SNR for different m values (m = 0.5, 1, 2), given detection probability P d = 90%. 0 = 0.8, 1 = 0.5, 2 = 0.4, 3 = 0.3. From the figure we have the following observations.
1) The detection performance varies from the best to the worst in the following order: A-SU (level-1), A-SU (level-3) and UA-SU. 2) In order to achieve the same spectrum sensing performance, larger SNR is needed when m value is lower. 
